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IntroductionIntroduction

Direct access to application isnDirect access to application isn’’t always t always 

practical, secure or flexiblepractical, secure or flexible

Aim of this project is to show how wrapping Aim of this project is to show how wrapping 

approach can bring the benefits to existing approach can bring the benefits to existing 

applications.applications.



Wrapped ApplicationWrapped Application

We will wrap SMTP (Simple Mail Transfer We will wrap SMTP (Simple Mail Transfer 

Protocol) service to show its weak parts and Protocol) service to show its weak parts and 

to present improvements by using wrappersto present improvements by using wrappers



Weak parts of SMTPWeak parts of SMTP

�� SimplicitySimplicity

�� Not really secure (a lot of exploits in history, Not really secure (a lot of exploits in history, 

transmission of data / passwords not encrypted well)transmission of data / passwords not encrypted well)

�� Usually exposed via port 25Usually exposed via port 25

�� Average user does not know how to communicate Average user does not know how to communicate 

(syntax, commands, order of commands etc.)(syntax, commands, order of commands etc.)



Wrapper improvements Wrapper improvements 

�� Port 25 can be blockedPort 25 can be blocked

�� No Firewall issuesNo Firewall issues

�� Security of transmissionSecurity of transmission

�� WebService over HTTPSWebService over HTTPS

�� Agent communication over HTTPSAgent communication over HTTPS

�� Additional Functionality (Email Templates)Additional Functionality (Email Templates)

�� Network Traffic is decreasedNetwork Traffic is decreased



Use Case DiagramUse Case Diagram



Sequence DiagramSequence Diagram



Improvement Improvement -- securitysecurity

�� Standard Email clients are using simple SMTP Standard Email clients are using simple SMTP 

authentication authentication –– passwords and data are unsafe passwords and data are unsafe 

(easy to decrypt)(easy to decrypt)

�� HTTPS = HTTP + SSL (Secure Sockets Layer) HTTPS = HTTP + SSL (Secure Sockets Layer) 

-- ensures reasonable protection from ensures reasonable protection from 

eavesdroppers andeavesdroppers and manman--inin--the middle attacks the middle attacks ––

passwords and data is safepasswords and data is safe



Improvement Improvement –– functionality / functionality / 

efficiencyefficiency
�� Example: Accountancy application that needs to send a 50kB emailExample: Accountancy application that needs to send a 50kB email to a large number to a large number 

(1000) of people with custom information for each user (eg. Abou(1000) of people with custom information for each user (eg. About the bonus the t the bonus the 

employee got). employee got). 



Improvement Improvement -- comparisoncomparison

�� Standard SMTP approach (50kB * 1000 = 50 MB sent + headers)Standard SMTP approach (50kB * 1000 = 50 MB sent + headers)

�� Agents (50kB + list of [email, name, value] for each user + agenAgents (50kB + list of [email, name, value] for each user + agent size)t size)

�� Improvement also doable with WebServiceImprovement also doable with WebService



Other improvementsOther improvements

�� Other improvements:Other improvements:

�� Authentication process irrespective of SMTP serviceAuthentication process irrespective of SMTP service

�� Authorization (for example Communicator Agent Authorization (for example Communicator Agent 

could reject the request coming from Messenger could reject the request coming from Messenger 

Agent, if the request did not meet the authorization Agent, if the request did not meet the authorization 

policy policy –– eg. Given user cannot send emails for more eg. Given user cannot send emails for more 

than 10 users at once or cannot send email to boss than 10 users at once or cannot send email to boss 

etc...)etc...)



Project modulesProject modules

�� https://corn.bunge.pl/AgentWebService/Service.asmxhttps://corn.bunge.pl/AgentWebService/Service.asmx (WebService)(WebService)



Project ModulesProject Modules

�� Agent Wrapper (SmtpReceiver) and Agent Agent Wrapper (SmtpReceiver) and Agent 

Sender (SmtpSender) Sender (SmtpSender) –– deployed on the remote deployed on the remote 

server (server (http://corn.bunge.pl:7778/acchttp://corn.bunge.pl:7778/acc))



Project ModulesProject Modules

�� User Interface for testing SMTP Direct User Interface for testing SMTP Direct 

communication and WebServicecommunication and WebService



TestingTesting

�� Following test were performed to show the Following test were performed to show the 
improvement with new functionality that improvement with new functionality that 
wrappers brought wrappers brought –– MailTemplatesMailTemplates

�� Template File Template File –– size: 5 820 bytessize: 5 820 bytes

�� 2 parameters to be passed in template (name, 2 parameters to be passed in template (name, 
bonus)bonus)

�� 3 different mail account with repetition = 100 3 different mail account with repetition = 100 
(simulation of sending emails to 300 users)(simulation of sending emails to 300 users)



Testing Testing -- SynchronousSynchronous

32.17832.178AgentAgent

31.26531.265WebServiceWebService

1 min 11 sec1 min 11 secLocal SMTP ServerLocal SMTP Server

3 min 46 sec3 min 46 secDirect SMTP Direct SMTP 

CommunicationCommunication

TimeTimeModeMode



Testing Testing -- AsynchronousAsynchronous

1.59 sec1.59 secAgentAgent

1.32 sec1.32 secWebServiceWebService

0.81 sec0.81 secLocal SMTP ServerLocal SMTP Server

45 sec45 secDirect SMTP Direct SMTP 

CommunicationCommunication

TimeTimeModeMode


